UHdopmaumvoHHan naMaTka ansa ody4varowmxcsa ans
pa3melleHus Ha opmumanbHbIX MHTEPHET-pecypcax

C kaxgblM roqom MOJSIOAEXN B MHTEPHETE CTaHOBUTCA BonblLuUe, a LWKONbHUKN OAHU 13
caMbIX aKTMBHbIX Nonb3oBaTenen PyHeta. Mexay TemM, TOMUMO OrpOMHOIO KONN4ecTBa
BO3MOXHOCTEWN, MHTEPHET HeceT M nNpobnemMbl. 3Ta NamsaTKa JOMKHA NOMOoYb Tebe
6e3onacHoO Haxo4MTbCA B CETWU.

KomMnbroTepHble BUPYCbI

KomnbloTepHbIN BUPYC - 9TO Pa3HOBUOHOCTb KOMMbIOTEPHbLIX MpOrpaMm,
OTNIMYNTENBHOM 0COBEHHOCTBIO KOTOPOWN ABNASIETCS CNOCOBHOCTb K pa3MHOXeHMI0. B
[OMOMHEHWE K 3TOMY, BUPYCbl MOTYT MOBPEAUTb UM NOSTHOCTBIO YHUYTOXUTL BCE
dannbl U JaHHble, NOAKOHTPOSIbHbBIE MOMb30BaTEND, OT MMEHM KOTOPOro bbina
3anyLleHa 3apaxeHHasi nporpamma, a Takke NnoBpeanTb UIn Aaxe YHUYTOXUTb
ornepaumoHHy0 CUCTEMY CO BCeMU dhannamm B Lenom. B 6onbLlInHCTBE crnyyaes
pacnpoCTPaHATCA BUPYCbl YEPE3 MHTEPHET.

MeToapb! 3aWwmnThl OT BPEOOHOCHbIX rNMporpamMmm:

1. Micnonb3yit coBpeMeHHbIe ornepaLMOHHbIE CUCTEMbI, UMEIOLLNE CePbEe3HbIN YPOBEHb
3alUMTbI OT BPEAOHOCHLIX NPOrpamMm;

2. [oCTOSAAHHO yCcTaHaBnNuBam nayTu (LMdpoBsble 3annaTku, KOTOpble aBTOMaTUYECKU
yCTaHaBMMBAOTCA C LiENbio 4opaboTkn nporpaMmmbl) 1 apyrne o6HOBNEHUS CBOEN
onepaumoHHon cnctembl. CkaunBam UxX TONbKO C odomUManbHOro canTta paspaboTynka
OC. Ecnu cywiecTtByeT pexum aBToMaTU4YeCKoro 0OHOBMEHNS, BKIOYN ErO;

3. PaboTan Ha cBOEM KOMMbLIOTEPE NOA NpaBamMu Nonb3oBaTens, a He
agMUHUCTpaTopa. ATO HE NO3BONUT BOSLLUMHCTBY BPEAOHOCHbIX MporpamMm
WHCTannMpoBaTbCs Ha TBOEM NEPCOHaNIbHOM KOMMbIOTEPE;

4. Ncnonb3yn aHTUBMPYCHbIE NPOrpaMMHble NPOAYKTbI M3BECTHLIX NPON3BOAUTENEN, C
aBTOMaTM4eCcKMM obOHoBNeHnem 6as;

5. OrpaHunyb om3nyeckmii 4OCTYN K KOMNbIOTEPY AN NOCTOPOHHUX ML,

6. cnonb3yn BHELWWHWe HoCUTeNn nHopmaLmm, Takme Kak doreLuka, ANCK unu amn na
WHTEPHETA, TONbKO 13 NPOBEPEHHBLIX MCTOYHUKOB;

7. He oTKpblBan KOMNbIOTEPHbIE ddalnbl, NOMyYeHHbIe N3 HEHAOEXHbIX MICTOYHUKOB.
Haxe Te pannbl, KOTOpbIe Npucnan TBOM 3HaKOMbIN. Jlyylle yTOYHU Y Hero, oTnpaBnsan
nu oH Tebe unx.

Cetu WI-FI

Wi-Fi - aTO He BMA Nepefayn gaHHbIX, HE TEXHOMOMS, a BCero nuwb 6peHa, mapka.
Ewe B 1991 rogy Hugepnangckas komnaHus sapermctpmposana opexHg "WECA", uyto
obosHa4vano cnosocoyeTaHune "Wireless Fidelity", koTopbi nepeBoanTcs Kak
"GecnpoBogHast TOMHOCTL".

[lo Hawero BpemMmeHu gowna gpyras abbpesmnaTtypa, KoTopasi ABMsIeTCA TaKoW e
TexHonornen. 3to abbpesmatypa "Wi-Fi". Takoe Ha3BaHue ObINO 4aHO C HAMEKOM Ha
cTaHOapT BbICLLEN 3BYKOBOW TeXHUKMN Hi-Fi, 4TO B nepeBoae o3Ha4vaeT "BblicoKas
TOYHOCTBL".



[a, 6ecnnaTHbIN MHTEPHET-A0CTYN B Kadbe, OTensx 1 a3ponopTrax ABMAsSeTCst OTIIMYHON
BO3MOXHOCTbIO BbIXOAa B MHTEPHET. HO MHOrMe aKcnepTbl CYMTAIOT, YTO
obwepoctynHble Wi-Fi ceTn He siBnsaoTcs 6e3onacHbIMU.

CoseTbl No 6e3onacHocTv paboTbl B 06wWwenocTynHbiX ceTax Wi-fi:

1. He nepegasai cBoto nu4yHyto nHdopmaumo Yepes obenoctynHole Wi-Fi ceTtw.
PaboTas B HUX, XenaTtenbHO He BBOAUTb Naposin 4OCTyNa, NOrMHbI U Kakne-To HoMepa;

2. Nicnonb3yn n o6HOBNAM aHTUBUPYCHbIE NporpamMMbl 1 6paHamayep. Tem caMbiM Thbl
obe3onacuilb cebsi OT 3akayku BUpyca Ha TBOe YCTPOMNCTBO;

3. Mpun ncnonesosaHuun Wi-Fi otkntoumn dyHkumio "O6wmi goctyn K pannam u
npuHtepam". laHHaa PyHKUKUA 3aKpbiTa N0 YMONYaHUO, O4HAKO HEKOTOpPbIE
nonb3oBaTeNn akTUBMPYIOT ee Ansa yaobcTea ucnonb3oBaHus B pabote unu yvebe;

4. He ucnonb3yn nyénunynbin WI-FI gns nepegayun nuYHbIX AaHHbIX, HanpuMmep ans
BbIX04a B cOUManbHbIE CETU UMK B 3NIEKTPOHHYIO MOYTY;

5. Ncnonb3yn TonbKo 3awueHHoe coegmHeHne vyepe3 HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoaM MMeHHO "https://";

6. B MmobunbHoMm TenedoHe oTknoun dyHkumto "lMogkntoveHme k Wi-Fi
aBToMaTu4deckun". He gonyckan aBToMaTn4eCcKoro nogksitoyeHnst yCTporucTBa K ceTsam
Wi-Fi 6e3 TBOEro cornacus.

CoumnanbHble ceTu

CoumanbHble ceTn akTUBHO BXOASAT B HaLy XXW3Hb, MHOTMe ntoav paboTaroT U XUBYT
Tam NOCTOsIHHO, a B Facebook yxxe 3apernctpMpoBaH Munnunapg YenoBek, 4YTo
ABMSETCA OQHOW CeabMOM BCeX Xuternen nnaHetol. MHorne nonb3oBaTenuv He
MOHMMAIOT, YTO MHPOPMALMS, pasMeLLeHHasa MU B COLMaribHbIX CETAX, MOXeT ObITb
HangeHa n ncnonb3oBaHa KeM YyrogHo, B TOM 4ucrie He obasaTtensHo ¢ bnarnmm
HaMepeHNaMN.

OcHoBHble coBeTbl N0 6e30NacHOCTN B coLMarnbHbIX CETAX:

1. OrpaHunyb cnncok gpysen. Y 1ebs B Apy3bsaxX He JOMMKHO ObITb CriyvarHbIX 1
He3HaKOMbIX JTIOOEWN;

2. 3awumuian CBOK YacTHYH Xn3Hb. He ykasbiBan naponu, TenedoHsl, agpeca, gaty
TBOEr0O POXAEHUS U OPYIYIO NIMYHY MHPOPMaLNIO. 3r0YyMbILLIIEHHUKA MOTYT
MCnonb30oBaTh AaXe UHPOPMaLUIO O TOM, Kak Tbl U TBOU poaUTENN NnaHupyeTe
NPOBECTU KaHUKYNbI;

3. 3awmian ceow penyTaumio - AEPXKM €€ B YNCTOTE 1 3afaBan cebe Bonpoc: xoTen
Obl Thl, YTOOLI ApyrMe Nonb3oBaTeny BUAENM, YTO Thl 3arpyxaewwb? Nogyman, npexae
4YyeM YTO-TO onybnukoBaTb, HANUCATb U 3arpy3nThb;

4. Ecnu Tbl rOBOPULLb C MIOABMU, KOTOPbIX HE 3Haellb, HE UCMONb3YI CBOE pearbHoe
UMSI U OPYrYHO NIMYHYI0 MHAOPMALIMK: UMSsI, MECTO XXUTENbCTBA, MECTO y4ebbl 1 Npoyee;

5. N3b6eran pa3smeweHusa goTtorpadcdui B HTEpHETE, rae Thl M300paXkeH Ha MECTHOCTH,
MO KOTOPOW MOXHO OnpeaenTb TBOE MECTOMOSOXEHNE;

6. Mpwn perncTpaumm B coumanbHOM ceTU HEOOXO0OMMO UCMNONb30BaTh CIOXHbIE NApPony,
cocTosime M3 BykB 1 LGP 1 C KONMYECTBOM 3HAKOB HE MeHee 8;



7. Ins coumanbHOM CeTU, NOYTbl U APYrMX CauToB HEOHBXOAMMO NCNONb30BaTb pasHble
naponu. Torga ecnu 1eba B3nomMatoT, TO 3fI0YMbILLSIEHHMKM NOMyYaT JOCTYN TONbKO K
O[HOMY MECTY, a He BO BCe cpasy.

ANEeKTPOHHbIEe AeHbIM

ONEKTPOHHbIE AEHbBIN - 3TO OYEHb YA0OHbIN CNOocob NnaTexen, 0gHaKo CyLLECTBYIOT
MOLLUEHHWKM, KOTOPbIE XOTAT NOSTYYUTb 3TN OEHbIW.

OneKTPOHHbIE AEHbIMN NOSBUIINCH COBCEM HEAABHO Y UMEHHO N3-3a 3TOr0 BO MHOIMX
rocyaapcTBax 4O CUX MOp He NPONUcaHo Npo HUX B 3aKOHaXx.

B Poccun xe oHM OyHKUMOHUPYIOT N O HUX Y>Ke MPONMUcaHo B 3aKOHe, rae ux
pas3fnensatT Ha HECKOSbKO BUAOB - aHOHMMHbIE U HE aHOHMMHbIE. PasHuua B TOM, YTO
aHOHMMHBIE - 3TO Te, B KOTOPbLIX pa3peLuaeTcsa NpoBoauTL onepaumm 6e3
noeHTMdrKaumm nonb3oBaTens, a B HEaHOHMMHbIX MAEHTUdUKaUMSA nonb3oBaTens
ABnseTcs obA3aTenbHOMN.

Takxe criegyeTt pasnuyaTh 3NEKTPOHHbIE PUaTHbIE AeHbIN (PaBHbI FOCYAapCTBEHHbIM
BarTam) 1 ANEKTPOHHble HedonaTHble OeHbI (He paBHbI FOCY4apCTBEHHbLIM
BanTam).

OcHoBHble coBeTbl N0 6e3onacHon paboTe ¢ ANEKTPOHHbIMU AEeHbraMMU:

1. MpumBsKM K cHETY MOBUIBbHBIN TenedoH. 3TO camblt yAOOHbIN 1 BLICTPbLIA cCNnocob
BOCCTAHOBUTb A0CTYN K cHeTy. [1puBA3aHHbIN TenedoH NOMOXET, ecrniv 3abyaellb CBOM
nraTeXHbl Naposib UK 3anfellb Ha canT ¢ HE3HAaKOMOro YCTPOUCTBA;

2. Ncnonb3yn ogHopasosble naposiv. [locne nepexoga Ha YCUNEHHYH aBToOpM3auunio
Tebe yxe He ByaeT yrpoXaTb ONacHOCTb KpaXkun Unn nepexasara nraTexHoro napons;

3. Bbibepwu crnoxHbin naponb. [NpectynHukam 6yaeTt He NpOCTOo yragaTh CNOXHbIN
naponb. HagexxHble naponu - 3To Naponun, KoTopble coaepXaT He meHee 8 3HaKOB n
BKItOYaoT B cebs1 CTPOUYHbIE N NPONUCHbIE BYKBbI, LMPbI N HECKONBKO CUMBOJIOB,
TaKue Kak 3Hak gonnapa, pyHTa, BocknmuaTenbHbI 3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOW NNYHbIE JaHHbIE HA CanUTax, KOTOPbIM He JOBeEpSAELLlb.
AneKTpoOHHasA no4Ta

ONEeKTPOHHas noyTa - 3TO TEXHOSOIMS U NpeaocTaBngdemMble el YCryri no nepechisike u
NOSTYYEHMIO 3MEKTPOHHBLIX COOBLLIEHNI, KOTOPbIE PacnpenensitoTCa B KOMMNbIOTEPHON
ceTn. OBbIYHO 3NEKTPOHHbIN NOYTOBBIV SALLMK BbIFSAAUT Crieayrowmm obpasom:
UMs_Nonb3oBaTena@umsa_aomeHa. Takke KpoMe nepegadmn NnpocToro TeKCTa, UMeeTcs
BO3MOXHOCTb nepefasatb dpansbl.

OcHoBHble coBeTbl NO 6Ge3onacHon paboTe ¢ INEeKTPOHHOW NOYTON:

1. Hago BbIGpaTh NpaBuibHbIN NOYTOBbLIV CEPBUC. B MHTEPHETE €CTh OrPOMHbLIN BbIOOP
BecnnaTHbIX NOYTOBLIX CEPBUCOB, OAHAKO Ny4lle JOBEPSATb TEM, KOro 3HaeLlb U KTO
NnepBbI B PENTUHTE;

2. He ykasbiBan B NIMYHOM NoYTE NUYHY0 MHopmauuio. Hanpumep, ny4we Bbibpatb
"My3blkanbHbIi_haHat@" unm "pok2013" BmecTo "Tema13";

3. Vicnonb3yn aByxaTanHyto aBTopM3aumio. ITo Koraa NOMMMO Napons Hy>KHO BBOAUTb
ko4, npucbinaembii no SMS;

4. Bbibepu CrnoxHbiv naposnb. [Ans kaxgoro No4ToBOro slmka JOMKEH ObiTb CBOW
HaZEXHbIN, YCTOMYMBLIN K B3NTIOMY Maporsib;



5. Ecnv ecTb BO3MOXHOCTb HanmcaTb CaMOMy CBOW fIMYHbINA BONPOC, UCMOMb3YnN 3Ty
BO3MOXHOCTb;

6. Micnonb3yn HECKONBLKO NOYTOBbLIX ALLMKOB. [1epBbi AN YaCcTHOW Nepenncku ¢
agpecartamu, KOTOpbIM Tbl AOBEpPSAELLb. OTO SNEKTPOHHbIN agpec He Haao
NCcnosib3oBaTh MNpu perucTpaunmn Ha popymax un cantax;

7. He oTkpblBan dhansbl U Apyrue BrioXXeHUs B NMCbMax, AaXke ecrnv OHU NpuLLu ot
TBOMX ApYy3en. Jlyylle yTOYHM Yy HUX, OTNPaBASann i oHn Tebe aTn hannsl;

8. MNMocne okoHYaHWst paboTbl HA MOYTOBOM CEPBUCE NEpPES 3aKpbITUEM BKMAAKU C
canToM He 3abyab HaxaTtb Ha "Bbiitun".

Knb6epOynnuHr nnu BuptyanbHoe nsaeBaTesibCTBO

KnbepbynnuHr - npecnegoBaHne coobLleHnaMU, cogepammMmm ockoponeHuns,
arpeccuto, 3anyrmBaHue; XynmraHcTeo; counanbHoe 60MKOTMPOBaHME C NMOMOLLbHO
pa3nnyHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6bopbbe ¢ KnbepbynIMHrom:

1. He 6pocaiics B 6on. Jlyywmin cnocob: nocoBeToBaTbCs Kak cebst BECTU U, eCnn HeT
TOro, K KOMy MOXHO 06paTuTbCs, TO BHavarne ycrnokontbcs. Ecnun Tl HavHelb
oTBeYaTb ockopbrneHusamMn Ha ockopbneHusi, To ToMbKO ele 6onblue pasoxokeLlb
KOHQOINKT;

2. Ynpasnsu cBoen kubeppenytaumnen;

3. AHOHMMHOCTb B CETU MHUMaS. CyLLl,eCTByIOT Cnocobbl BbISICHUTb, KTO CTOUT 3a
AHOHUMHbIM aKKayHTOM;

4. He cTouT BeCTM XynuraHckui obpas BUpTyanbHOM XU3HU. IHTepHEeT domKcupyeT Bce
TBOM AENCTBUS U COXpaHSeT nx. Yaanutb nx 0yaeT kpanHe 3aTpyaHUTENbHO;

5. Cobntogan cBow BUPTYyarbHY YECTb CMOJIOAY;

6. rHopupyn eamHnyHbin Heratme. O4HOPa30Bble OCKOpOUTENbHbIE COOBLLEHUS
nyywe urHopuposatb. OBbLIYHO arpeccus npekpaLlaeTca Ha HayanbHOM cTaguu;

7. baH arpeccopa. B nporpammax o6MeHa MrHOBEHHbLIMW COOBLLIEHNAMU, B
coumarbHbIX CETAX €CTb BO3MOXHOCTb BTOKMPOBKM OTNPaBKM COOOLLEHUI C
onpenerneHHbIX agpecos;

8. Ecnu Tbl cBuaeTenb knbepobynnuHra. TBou 4eNCTBUS: BbICTYNUTb NPOTUB
npecrnenosaTens, nokasaTb emy, YTO ero AeiCTBUS OLLEHUBAOTCHA HEraTUBHO,
noaaepkatb XXepTBY, KOTOPOM HY)KHa NCUXONornyeckasi mMoMOLLb, COOOLLIMTL B3POCHbIM
0 hakTe arpeccuBHOro NOBEAEHUS B CETU.

Mo6unbHbIN TenedoH

CoBpeMeHHble cMapTdOHbI 1 NMNaHLLeTbl coaepXaT B cebe BnosnHe B3pochblii
byHKUMOHATI, 1 Tenepb OHN MOTYT KOHKYPUPOBATb CO CTALMOHAPHBIMI KOMMbIOTEPAMM.
OpHako, CpeAcTB 3alumThl ANs NOA0OHbIX YCTPOWCTB Noka o4eHb Mano. TecTupoBaHue
N MOUCK YA3BMMOCTEN B HUX NPOUCXOONT HE Tak MHTEHCUBHO, Kak ans MK, To e camoe
KacaeTcs U MOBUMNbHBIX MPUMOXEHWUNA.

CoBpeMeHHble MobunbHble Gpay3epbl y)ke NPakTUYECKN AOrHaNM HacTorbHble
aHanoru, ogHako paclmpeHue yHKLUMoHana BrieveT 3a cobom 60rbLLY CNOXHOCTb U
MEHbLLYI 3aLUNLLEHHOCTb.



[laneko He Bce NpoOU3BOAUTENN BbiMyCKatoT 0GHOBMNEHMS, 3aKpbIBaOLLME KPUTUYECKUE
ySI3BUMOCTW A151 CBOMX YCTPOWCTB.

OcHoBHble coBeTbl Ang 6e3onacHOCTM MObunbHOro TenedoHa:

Huyero He siBnsieTcst no-HacTosiwemy 6ecnnaTtHeiM. Byab ocTopoxeH, Beab korga tebe
npeanaratoT 6ecnnaTHbIi KOHTEHT, B HEM MOTYT ObITb CKPbITbl KAKMEe-TO NNaTHble
ycnyru;

Ayman, npexae 4em otnpasutb SMS, ¢ooTo nnun Bngeo. Tbl TOYHO 3HaeLUb, Ae OHU
OyayT B KOHEYHOM UTOore?

Heobxoanmo oGHOBNATL ONepaunoHHY CUCTEMY TBOEro CMapT(OHa;
Ncnonb3yi aHTMBUPYCHbIE NporpamMmMbl Ans MOBGUNbHbIX TeNedgoHOB;

He 3arpyxai npunoxxeHns oT HEM3BECTHOIO UCTOYHMKA, BEAb OHWM MOTYT COAepXaTb
BPEAOHOCHOE NporpaMmmHoe obecneveHue;

Mocne Toro Kak Tbl BbInAELWb C CanTa, rae BBOAWI JIMYHYI MHOpMaUuio, 3anaun B
HacTponkn bpaysepa n yganu cookies;

rlepI/IO,EI,VI‘-IeCKVI I'IpOBGpFIVI, Kakune nrnaTtHble YCIT1yrn akTuBMpoBaHbl HA TBOEM HOMEPE;

[aBaii cBoi HoMep MOBUIBHOIO TenedgoHa TONbKO NOASAM, KOTOPbIX Thl 3HaELLb U KOMY
[oBepsieLlb;

Bluetooth gomkeH ObITb BbIKMOYEH, KOrga Tbl UM He Nonb3yelbes. He 3abbiBan nHorga
NpoBepPATL 3TO.

Online vrpsbl

CoBpEeMEHHbIe OHMaNH-Urpbl - 3TO KPACOYHbIE, 3aXBaTbIBAOLNE Pa3BIieYeHus,
ob6beaunHsIIoLLMe COTHM ThiCsY YeNoBeK No BCeMY MUpY. VIrpokn nccnenytot 4aHHbIA UM
MUp, O6LLLaTCS APYr C APYrOM, BbINOMHAOT 3a4aHus, CpaXkatoTCsl C MOHCTpamu v
nony4atoT onbIT. 32 y4OBOMbCTBME OHWU MAATST: MOKYNaKT AMCK, OnnavynBatoT
aboHeMeHT unu npuobpeTatoT Kakmne-To onumn.

Bce aTv cpeacTtBa nayT Ha nogaep)KaHue v pasBuTre Urpbl, a Takke Ha camy
6e30nacHOCTb: COBEPLUEHCTBYIOTCS CUCTEMbI aBTOPU3ALIMK, BbIMYCKaOTCS HOBbIE NaTyu
(umdbpoBble 3annaTtky 4N NporpamMM), 3aKpblBaTCS YSA3BUMOCTI CEPBEPOB.

B nogoOHbIx nrpax CTout ornacatbCA He CTOJIbKO CBOMX COMNEPHUKOB, CKOJIbKO KPpaXu
TBOEro naposd, Ha KOTOpoM OCHOBaHa CMcTtemMma aBTopu3aunn OonbLNHCTBA urp.

OcHoBHble coBeTbI N0 6e30NacHOCTN TBOETO MrpoBOro akkayHTta:

1. Ecnu gpyron urpok Beget cebs nnoxo unu cosgaeT tebe HeENPUATHOCTK, 3abroKupyK
€ro B CNu1cke UrpoKos;

2. I'Iomanyﬁcs‘-l aadMUHUCTPAaTOopPaM Urpbl Ha rnjioxoe noBegeHme 3Toro Nrpoka,
XenaTtesibHO NPpUnoXnTtb Kakne-T1o goKa3aTeribCTBa B BUAe CKPUHOB;

3. He ykasbiBaun Nn4Hy0 MHGOpMaLmIo B npodanne urpsbl;
4. YBaxan gpyrnx y4acTHUKOB MO Urpe;
5. He yctaHaBnuBan HeouumanbHble NaTin n Moabl;

6. cnonb3yn cnoxHble U pasHble Naponu;



7. [laxke BO BpeMsi Urpbl HE CTOUT OTKIKOYMaTb aHTUBMUPYC. Noka Tbl Urpaellb, TBOW
KOMMNbIOTEP MOTYT 3apasunThb.

PULWINHT Unun KpaXxa JIMYHbIX AaHHbIX

OOGbI4YHOM Kpaxken AeHer U JOKYMEHTOB CErOAHS yXKe HUKOro He YAMBMLb, HO C
pa3BUTUEM NHTEPHET-TEXHOSOMMI 3MI0YMbILLUNIEHHUKN NEPEMECTUINNCE B UHTEPHET, U
npoaosmKarT 3aHMMaTbes "nobumsiM" genom.

Tak nosiBuNnacb HoBas yrpo3a: UHTEPHET-MOLLUEHHNYECTBA Uy (OULLKHT, rMaBHas uerb
KOTOPOro COCTOMUT B MOSydeHUM KOHUAeHUManbHbIX AaHHbIX Nonb3oBaTtenen -
norvHoB 1 naponen. Ha aHrnuickom asbike phishing yMtaetcs kak dovwmHr (ot fishing -
pblbHas noens, password - naposb).

OcHoBHble coBeTbl N0 6opbbe C PULLMHIOM:

1. Cneaw 3a cBOMM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOS aHkeTa Obina
B3floMaHa, To Heob6xoaMMo 3abnoKMpoBaTh €€ U COOBLWMTL aAMUHUCTPaTOpaM pecypca
006 9TOM Kak MOXHO CKopee;

2. Ncnonb3yn 6e3onacHble Beb-canThbl, B TOM YUCIE, MHTEPHET-Mara3nHoB U
NMOWUCKOBbLIX CUCTEM,;

3. Vicnonb3yn cnoxHble 1 pasHble naponu. Takum obpasom, ecnu Tebs B3nomatoT, TO
3M10YMBbILLMEHHMKIN NofyYaT JOCTYN TOMbKO K OAHOMY TBOEMY NPOMUIIIO B CETU, @ HE KO
BCEM;

4. Ecnu Te6s B3nomanu, To HeobxoamMmMo npeaynpeanTb BCEX CBOMX 3HAKOMbIX,
koTopble A0GaBneHbl Y Tebsi B ApYy3bsiX, O TOM, YTO Tebs B3riomanu 1, BO3MOXHO, OT
TBOEro MMeHun ByaeT paccbinaTbCsi CNam M CCbINIKM Ha (PULLMHIOBLIE CalTb;

5. YctaHoBu HagexHbi naponb (PIN) Ha MobunbHbIN TenedoH;
6. OTKNOYKN coxpaHeHue napond B bpaysepe;

7. He oTkpblBan hansnbl U gpyrue BroOXeHUs B NUCbMax, Aaxe eCnuv OHU NpuLwnm ot
TBOMX ApYy3en. Jlyylle yToYHM y HUX, OTNPaBAsann nim oHn Tebe aTn pannsi.

LUndposas penytaums

LindbpoBas penytaumsa - 3T0 HeraTMBHas UM NO3NTUBHAA MHpopMauna B ceTu o Tebe.
KomnpomeTupytowas nHpopmauus, pasmeLleHHasi B UHTEPHETE, MOXET Cepbe3HbIM
obpasom OTpasnTbCHa Ha TBOEW pearibHOW Xn3Hu. "Lindpposasa penytaums” - 310 TBOM
UMUK, KOTOPLIN opMUpyeTcsa n3 nHgopmauum o Tebe B MHTEPHETE.

TBOE MeCTO XUTenbCTBa, y4ebbl, TBOE (PMHAHCOBOE MNONOXEHNE, OCODEHHOCTH
XapakTepa 1 pacckasbl 0 65M3KNX - BCE 3TO HaKanJMBaeTCH B CETU.

MHorne noapoCTKM NErkoMbICIIEHHO OTHOCATCS K NyGrvkauum nMyHon nHpopmauumn B
NHTepHeTe, He NOHMMasi BO3MOXHbIX NOCNeACTBUIA. Thbl Jaxe He CMOXeLUb AoragaTbCs
0 TOM, 4YTO poTorpadus, pasmeLleHHas 5 neT Ha3ag, ctana NPUYNHON OTKa3a NPUHSATb
Tebsa Ha paborTy.

KoMmmeHTapuu, pasmelleHne TBoux poTorpadun n gpyrme 4encTems MoryT He
NCYE3HYTb Aaxe nocne Toro, Kak Tbl X yaanuib. Thl HE 3HAELUb, KTO COXpaHu aTy
Hpopmauuio, nonana fnm oHa B NOUCKOBbLIE CUCTEMbI U COXpaHMnach v OHa, a
rmaBHOE: YTO NoayMatoT 0 Tebe oKpyXxatoLme Nan, KOTopble HaNnayT U yBUOAT 3TO.
HanTtn nHdopmaLmo MHOro neT CnycTs CMOXeT Ntobon - kak n3 obpbIX NOBYyXaAEHUN,
Tak U C HAMEPEHMEM MPUYUHUTL Bpen. OTO MOXET ObITb KTO YyrogHo.



OcHOBHbIe COBETbI NO 3aLmTe LNPPOBON penyTaumnn:

1. MNogyman, npexae 4em 4to-To NybnukoBaTtb U Nnepenasath y cebs B 6rore nnm B
coumanbHOn CeTu;

2. B HacTpoukax Nnpodunsa yCTaHOBU OrpaHUYeHnst Ha NpoOCMOTpP TBOEro npodmnsa n ero
cOOEepPXMMOro, caenam ero Tonbko "ana gpysen”;

3. He pasmeluan u He ykasbiBan MHOPMaLMIO, KOTOpas MOXET KOro-nmbo ockopbnaTb
nnNn obmxaTb.

ABTOpCKOe npaBo

CoBpeMEeHHbIE LLKOMIbHUKM - aKTUBHbIE NOMb30BaTENN LMGPOBOro NPOCTPaHCTBA.
OpHako faneko He BCce 3HatoT, YTO NOSMIb30BaHNE MHOMMMU BO3MOXHOCTSIMU LIMCppOBOro
Mupa TpebyeT cobnogeHns npaB Ha MHTENNeKTyanbHyt0 CO6CTBEHHOCTb.

TepMuH "nHTENNekTyanbHaa COBCTBEHHOCTL" OTHOCUTCS K pasSiMyHbIM TBOPEHUSIM
4YerioBEeYEeCKOro yma, HauymHasi C HoBbIX M300peTeHNn N 3HaKOB, 0603HaYaKLLMX
COBCTBEHHOCTb Ha NPOAYKTLI U YCIYrn, U 3aKkaH4YMBasa KHUramu, ootorpadoumsimu,
KMHODUIIbMaMmn U My3blKasibHbIMU MPOU3BEAEHNAMM.

ABTOpPCKME NpaBa - 3TO NpaBa Ha MHTENNEKTyanbHy0 COBCTBEHHOCTb Ha NpoM3BeaeHUS
HayKu, nuTepaTypbl U UCKycCcTBa. ABTOPCKME NpaBa BbICTYNalOT B KAYECTBE rapaHTum
TOro, YTO MHTENNEKTYanbHbIN/TBOPYECKMI TPy aBTopa He ByaeT HanpacHbIM, 4acT emy
crnpaBeasimBble BO3MOXHOCTM 3apaboTaTb Ha pesyrnbTaTtax CBOero Tpyaa, nonyyntb
N3BECTHOCTb M Npu3HaHune. HUkTo 6e3 paspelLeHnsa aBTopa He MOXeT BOCMPOM3BOaUTb
€ro npousBefeHne, pacnpoCcTpaHaTb, Ny0NNMYHO 4EMOHCTPUMPOBaThL, NpoLaBaTh,
MMNOPTUPOBATb, NycKaTb B NpoKaT, NyGrm4HO UCMNOMHATbL, MOKa3blBaTb/UCMOSHATL B
achupe unn pasmewatb B VIHTEpHeTE.

Mcnonb3oBaHue "nupaTtckoro” NnporpaMmmMHoOro obecnevyeHmnss MoOXeT NPMBECTU K MHOTMM
puUckam: OT NoTepu AaHHbIX K TBOMM akkayHTam 0 6NMOoKMpOBKM TBOErO YCTPOWUCTBA, rae
yCTaHOBMEeHa HeneranbHasa nporpamma. He ctont Takke 3abbiBaTb, YTO CyLLECTBYIOT
nerasnbHble U BecnnaTHble NPOrpaMmbl, KOTOPbIE MOXXHO HAWUTU B CETU.

O nopTane

CeTeBUYOK.ph - TBOM rMaBHbIA COBETYMK B CETU. 34ECh Thbl MOXELLUb Y3HATb O

6e30nacHOCTM B CETU NOHATHBLIM M AOCTYMHbBIM A3bIKOM, a NPU BO3HUKHOBEHUU
KPUTUYECKON CUTyaumm obpaTuTbCs 3a COBETOM. A Takke NPUHSATbL y4acTue B

KOHKypCcax u ctaTtb caMbiM UUAPOBLIM rpaxkgaHMHOM!

Mucbmo MuHobpHaykm Poccnm oT 14.05.2018 Ne 08-1184

O HanpaBneHun nHpopmauun

© Matepwman n3 CnpaBo4dHon cuctembl « O6pasoBaHme.

MopapobHee: https://vip.1obraz.ru/#/document/99/557521968/ZAP293E3F5/?0f=copy-
712ee71ldee
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